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ABSTRACT

The recent “Logdj Security Vulnerability Incident” has occurred, and the information system that uses the open source
"Log4]” has been exposed to vulnerabilities. The incident brought great vulnerabilities in the information systems of South
Korea’s major government agencies or companies and global information systems, causing problems with open source
vulnerabilities. Despite the advantages of many advantages, the current development paradigm, which is developed using
open source, can easily spread software security vulnerabilities, ensuring open source safety and reliability. You need to
check the open source. However, open source vulnerability scan tools have various languages and functions. Therefore, the
existing software evaluation criteria are ambiguous and it is difficult to evaluate advantages and weaknesses, so this paper
has developed a new evaluation criteria for the vulnerability analysis tools of open source
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Fig. 1. Open Source Vulnerabilities per Year
(WhiteSource, 2021)
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Table 3. Open Source Vulnerability Analysis

Target Software
OpenSource Version Language
HtmlUnit(33) 2.50.0 JAVAN'iS’HT
Decompress(34) v4.2.1 JS(Node.js)
Xstream(35) |XSTREAM_1 4 17 JAVA
Shadowsock(36] 4.4.0.0 C#
scikit-learn(37) 0.24.2 Python
React(38) v17.0.2 JS
redis(39) 6.2.3 C
mongodb(40) r4.4.6 C++
opencv(41) 4.5.2 C++
godot(42) 3.3-stable C
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Table 4. Overall Evaluation Table(Functionality)

Table 6. Overall Evaluation Table(Maintainability)

A B C D A B C D

Good 4 2 1 8 Good 3 2 2 3

Average 1 2 3 1 Average 0 0 2 1

Bad 3 4 5 0 Bad 2 2 3 3
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Table 5. Overall Evaluation Table(Usability)

A B C D

Good 10 14

7 9
Average 4 1 5 4
Bad 6 6 7 3
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Table 7. Overall Evaluation Table(Total Score)
Functionality Accuracy
A B C D Versatility
Good 14 14 12 25
Average 5 3 10 6 User Learnability
Bad 11 12 15 6 Assessment Data Input/Output
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A. Evaluation Area 1: Functionality

Area

Item

Criteria

Functio

nality

@ Can it assess a single library or a single open source?

@ Can it assess S/W by function units?

@ Can it assess vulnerahilities for specific functions (custom functions, etc.)?

@ Does it provide a code-level backporting plan?

Accuracy

® Is there a detailed definition and explanation of which attacks (attack method,
attack vector, etc.) can occur in the area where the vulnerability is found?

® Does it accurately detect components in the scanned software?

@ Are there various ways to solve software vulnerabilities? (Version update,
vulnerability location, patch code, etc.)

Are the CVE detected actually in the scanned software?

© Can it scan source code without the risk of outleakage?

Versatility

@0 Are there priorities or other management features for vulnerabilities?

@ Can the user generate a report by extracting only the desired information?

B. Evaluation Area 2: Usability

Area

Item

Criteria

Usability

User

Learnability

@ Are help and manuals provided in various languages?

@ Are help and manuals produced in the same order as the order of use?

@ Does the manual include vulnerabilities of open source scanningtools and
how to detect components?

scanningData
Input/Output

@ Are there various forms of scanningdata input?

@ Can tag and version information be entered when entering scanningdata of
repository such as GitHub?

@ Is it possible to assess multiple sources at the same time?

@® How long does it take to assess a source code?

@ Does it take more than 1 second when data is loaded on the result screen?

@ Is there a size limit of the file to be assessed?

Interface

@ Are the software components easy to grasp at one look?

@ Can the vulnerability scanninginformation be compared?

@ Does it help with grasping the progress of the task?

@ Does it provide SBOM report generation?

@ Are there various types of reports that can be generated?
@ Can the users each customize the UX/UI settings?

@ Can the user leave memos in the scanningresult?

Suitability of
Operating
Environment

@ Does it have a separate vulnerability database?

@ Is there a limit to the number of open source vulnerability scans?

Easy to Use

@) Does it support development tools or APIs?

@D Does it require a separate client program to be installed for assessment?

@ Does it support various OS and user environments?
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C. Evaluation Area 3: Maintainability

Area Item Criteria
Troublesho | @ Does it have Q&A or FAQ for assistance?
oting / @ When an error occurs, can the problem be identified from the error code?
Technical @ When an error occurs, does it provide the definition and solution of the error
Maintai | Assistance code?
nability Easy to @ Does it inform the user of the vulnerability update cycle?
Update @) Is open source vulnerability update continuously trackable?
Group @ Can the workspace be separated by group or team?
Project — - - — -
Functions | @ Can vulnerabilities or licensing policies be customized for each group or team?
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